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How are ISPs involved? 

Internet shutdowns in Africa increased over the last decade, often during politically contested events 

such as elections. In order to implement a shutdown, governments rely on those companies providing 

internet access, typically internet service providers (ISPs). Depending on the nature of a government’s 

shutdown order, an ISP commonly uses packet filtering or routing manipulation to block access to 

specific websites or internet access altogether. 

Figure 1. Dominant foreign shareholders, 20191 

Why do ISPs comply?  

There are many reasons why 

ISPs comply with government 

requests to halt their services 

despite associated economic 

losses. These reasons may 

include but are not limited to 

complying with their license 

agreements, political 

arrangements, or government 

threats. The ownership of ISPs 

can provide an indication of 

how important each of these 

reasons factor into an ISP’s 

decision to follow government 

requests to shutdown internet services. In particular multinational companies, when faced with a 

shutdown order, can be confronted with conflicting local and international laws. 
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Who owns African ISPs? 

Due to the importance of mobile vis-à-vis fixed broadband internet access in Africa, former telephone 

companies (telcos) are the most important ISPs in Africa in terms of their user base. Africa’s ISP 

landscape is diverse. In some countries, including Eritrea or Djibouti, there is only one state-owned ISP 

providing internet access. In other countries, like Uganda or Tanzania, at least 5 ISPs are operating, 

many of which are owned by foreign multinational enterprises. Overall, there are only few 

multinational companies that hold substantive stakes in multiple African ISPs (see Figure 1). 

Can ISPs be held accountable? 

Internet shutdowns are considered to be disproportionate and violate Article 19 of the International 

Covenant on Civil and Political Rights regardless of the justification put forward by governments. 

Several court cases have condemned shutdowns and put government authorities to trial. In principle, 

ISPs’ may also be held accountable for their involvement in internet shutdowns depending on where 

their headquarters are. For instance, if an ISP is headquartered in the European Union, it can be subject 

to the EU Regulation No. 1215/2012 of 12 December 2012, which allows the victims of human rights 

violations to make a tort claim against companies coming from the EU. To date, no ISP has faced legal 

consequences for their involvement in internet shutdowns. 

 

Further Readings: 

Asiedu M (2020). The Role of the Courts in Safeguarding Online Freedoms in Africa. Democracy in  

Africa. http://democracyinafrica.org/the-role-of-the-courts-in-safeguarding-online-freedoms-

in-africa/  

Ayalew YE (2019). The Internet shutdown muzzle(s) freedom of expression in Ethiopia: competing  

narratives, Information & Communications Technology Law, 28:2, 208 224, DOI: 

10.1080/13600834.2019.1619906 

Dainotti A, Squarcella C, Aben E, Claffy KC, Chiesa M, Russo M, and Pescapé A (2011). Analysis of  

country-wide internet outages caused by censorship. Proceedings of the 2011 ACM SIGCOMM 

conference on Internet measurement conference (IMC '11). Association for Computing 

Machinery, New York, NY, USA, 1–18. DOI: https://doi.org/10.1145/2068816.2068818 

Freyburg T, and Garbe L (2018). Authoritarian Practices in the Digital Age| Blocking the Bottleneck:  

Internet Shutdowns and Ownership at Election Times in Sub-Saharan Africa. International 

Journal Of Communication, 12, 21. https://ijoc.org/index.php/ijoc/article/view/8546 

Garbe L (2020). What we do (not) know about Internet shutdowns in Africa. Democracy in Africa.  

http://democracyinafrica.org/internet_shutdowns_in_africa/  

Mare A (2020). Internet Shutdowns in Africa| State-Ordered Internet Shutdowns and Digital  

https://www.article19.org/reader/global-expression-report-2018-19/global-analysis/global-analysis-2/digital/internet-shutdown-and-blocking/
http://democracyinafrica.org/the-role-of-the-courts-in-safeguarding-online-freedoms-in-africa/
https://freemyinternet.info/4_about_ISP_responsibility
https://freemyinternet.info/4_about_ISP_responsibility
http://democracyinafrica.org/the-role-of-the-courts-in-safeguarding-online-freedoms-in-africa/
http://democracyinafrica.org/the-role-of-the-courts-in-safeguarding-online-freedoms-in-africa/
https://doi.org/10.1080/13600834.2019.1619906
https://doi.org/10.1145/2068816.2068818
https://ijoc.org/index.php/ijoc/article/view/8546
http://democracyinafrica.org/internet_shutdowns_in_africa/


      

Authoritarianism in Zimbabwe. International Journal of Communication, 14, 20. 

https://ijoc.org/index.php/ijoc/article/view/11494  

 

Further online resources: 

Article 19. https://www.article19.org/  

FreeMyInternet. https://freemyinternet.info/  

Cost of Shutdown Tool (COST). https://netblocks.org/cost/  

 

https://ijoc.org/index.php/ijoc/article/view/11494
https://www.article19.org/
https://freemyinternet.info/
https://netblocks.org/cost/

